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“In my 50 plus years in the intelligence business I cannot 
recall a more diverse array of crises and challenges than we 

face today”

James Clapper, Director of National Intelligence  (DNI; Feb 2016) 



Most anti-US terrorism will be based on
perceived ethnic, religious or cultural grievances.
Terrorist groups will continue to find ways to
attack US military and diplomatic facilities
abroad."

US National Intelligence Council Global Trends 
Report (Dec 2000)



JI arrests/Yishun MRT



Singapore Embassies Attack plot



Situation has evolved considerably
Singapore : 
• Over 60 arrested/detained since Dec 2001; of which  approx 40 JI or 

JI linked.

Malaysia : 

• 2015 : Over 100 arrested, seven plots foiled 
• 2016 : 204 arrested, nine plots foiled
• Over 400,000 persons cross land checkpoints in/out of Singapore 

daily

Indonesia : 

• 2015: At least 74 arrests and nine plots foiled 
• 2016 : 88 arrested, 12 plots foiled
• 4 killed in Jakarta attack Jan 2015
• 150 terror prisoners to be released this year
• At least 100 Syrian returnees



Self-Radicalisation



Self-radicalisation /DIY attacks



“Self-Radicalised” Foreign Workers (Jan + May 16)



Bahrun Naim Bahrumsyah Abu Jandal



Multi-[shooter] coordinated Urban Attacks



- President Obama, speech at the National Defense University, 
23 May 2013

Today, the core of al Qaeda in Afghanistan and Pakistan is
on the path to defeat. Their remaining operatives spend
more time thinking about their own safety than plotting
against us.... So that's the current threat -- lethal yet less
capable al Qaeda affiliates; threats to diplomatic
facilities and businesses abroad; homegrown extremists.
This is the future of terrorism. We have to take these
threats seriously, and do all that we can to confront them.
But as we shape our response, we have to recognize that
the scale of this threat closely resembles the types of
attacks we faced before 9/11.





ASG-ISIS

Al-Furat media, April 2016



Bruce Hoffman (Jan 16) 

“[a] boomerang…a hard core of battle-hardened 
terrorists drawn from the thousands of foreign 
fighters trained and commanded by IS who may 
at this very moment be awaiting orders to 
deploy back to their homelands.”



The Next Generation





“Think Again Turn Away”



The New York Times, 14 Dec 14



“People executing a communication strategy are 
free to exercise decentralised, creative judgement
about the messages they produce, but within 
constraints established by the narrative. This 
admittedly requires policymakers to relinquish 
considerable control to policy implementers”

- Prof Steven Corman



The Singapore Way



Other conflicts

Singapore : ChannelnewsAsia, 16 Mar 16





April 2016



…now that we live in a globalised age, everyone, even if you are a member of

the majority community in your own home state, you are aware that you are

a minority in the global stage. …And with a minority complex comes all the

insecurities, all the imagined hurts, and this desperate need to find that

identity or define that identity, even to manufacture that identity sometimes.

And very often, this search for identity also has a violent edge to it. So the

point I am making is that we now live in a world where no matter how crazy

you are, you can find someone crazier than you to affirm your views on the

Internet. So it should not surprise us that in fact it has led to a sharpening of

radicalism, a sharpening of exclusive identities, and a reaffirmation of the

temptation to resort to violence, both physical violence or even political

violence, as people search, emphasise and reaffirm identities, imagined or

real.

Min Vivian Balakrishnan, opening speech, Asia-
Pacific Programme for Senior National Security 
Officers (APPSNO), 11 Apr 16



….we may be reaching the end of the age of the mass media and instead,

entering the age of narrow-casting. Many people, especially young people,

have stopped reading the newspapers or listening to radios. (…) if I were to

ask you to turn to your newsfeed on your Facebook account, every one of us

has a unique newsfeed. Of course it depends on the algorithm that Facebook

implements. But each one’s newsfeed is unique because it supposedly filters

and provides what they think you are interested in. In other words, we now

live in a world of fragmented echo chambers – we hear what we want to

hear, we ignore what we don’t want to hear or inconvenient truths are not

heard. And in fact from an academic point of view, this leads to a

‘shallowing’ of discourse, a world in which there is a dearth of deep thought

and cogent discussion across diverse perspectives. You get a more

monochromatic world and a narrowing of minds.

Min Vivian Balakrishnan, opening speech, Asia-
Pacific Programme for Senior National Security 
Officers (APPSNO), 11 Apr 16





PARANOIA V SECURITY?



CYBER



TODAY, 11 May 
15



2013 Singapore Cyberattacks



A bug in the Domino's Pizza app meant that tech-savvy individuals could hack their way into 
getting free pizza.



“We believe it is only matter of time before the sort of 
sophisticated tools developed by well-funded state actors find 
their way to groups or even individuals who in their zeal to 
make some political statement do not know or do not care 
about the collateral damage they inflict on bystanders and 
critical infrastructure.”

NSA Director Gen Keith B. Alexander, Senate Committee on Appropriations, 12 Jun 13



German Steel Mill Cyber Attack(2014?)



New York Bowman Dam Hack (2013)





“Singapore’s systems are constantly probed, 
regularly attacked and from time to time, 
penetrated. Fortunately, our critical functions 
have not been disrupted by cyberattacks…”

- Wong Yu Han, Cyber 
Security Agency



The aggressive side will be first to use nonmilitary
actions and measures as it plans to attack its victim in a
new-generation war. With powerful information
technologies at its disposal, the aggressor will make an
effort to involve all public institutions in the country it
intends to attack, primarily the mass media and
religious organizations, cultural institutions, non-
governmental organizations, public movements
financed from abroad, and scholars engaged in
research on foreign grants. All these institutions and
individuals may be involved in a distributed attack and
strike damaging point blows at the country’s social
system with the purported aims of promoting
democracy and respect for human rights.

Chekinov and Bodganov, ‘The Nature and 
Content of a New-Generation War’ (Dec 2013)



The aim is to bring a country to its knees without
ever touching it, by using very aggressive media
economic blackmail, subversion, infiltration.
Within this doctrine, information is viewed as a
weapon to shape reality by controlling or
dividing the information space, i.e. ‘the
weaponization of information (…)

- Peter Pomerantsev



Singapore’s

SMART NATION



“Our vision is for 

Singapore to be a Smart 

Nation. A nation where 

people live meaningful 

and fulfilled lives,

enabled seamlessly by 

technology, offering 

exciting opportunities 

for all. “

– PM Lee Hsien Loong, 

Smart Nation launch, 24 

Nov 2014

Vision for Smart Nation

[Credit : Smart Nation Project Office]
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“You call it Internet of Things; I call it Internet of 
Threats.”

- Eugene Kaspersky



BYOD



A “SECURE (?) SMART NATION”



SO?



What should we drill for?



Citizens on Patrol



History, Attitudes, Resilience



“Strawberry Generation” Fears



Vulnerability vs Resilience (?)



Grassroots Reactions?



“The goal of national security strategy is
increasingly seen as the maintenance of
conditions of normality, providing confidence to
the public that the many major risks – threats and
hazards – can be managed so normal every life
can continue, against a backdrop of market
stability, trade, innovation and the flourishing of
industries …”

- Professor Sir David Omand
Former Director, GCHQ



THANK YOU


